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Evaluation and Design of Online
Cooperative Feedback Mechanisms
for Reputation Management

Ming Fan, Yong Tan, and Andrew B. Whinston

Abstract—This research evaluates and analyzes existing mechanisms of online reputation systems based on cooperative feedbacks
of past transaction information. We find existing popular feedback systems do not provide sustained incentives for sellers to behave
honestly over time. We propose a new design of reputation system based on exponential smoothing. This mechanism is shown to be
more robust compared to the existing systems. We relax the assumption of a static product value and have implemented a two-level
exponential smoothing policy to process and aggregate reputation information. The simulation results show that the policy can serve

as a sustained incentive mechanism for the seller.

Index Terms—Electronic commerce, online trust, reputation systems, exponential smoothing.

1 INTRODUCTION

WITH the enormous growth of the Internet and electro-
nic commerce, online trust has become an increas-
ingly important issue. Although the Internet offers
tremendous new opportunities in business and other areas,
there are great uncertainties and risks in the online world.
Over the Internet, agen’cs1 often have to deal with other
agents who live far away and can only be identified by an
e-mail address. This requires a great amount of trust given
that it may not be possible to track down or even identify
the other party. However, trust is difficult to build among
strangers over the network because agents lack past history
information about each other. Given these factors, the
temptation to defect could outweigh the incentive to
cooperate. Indeed, cheating and fraud are real over the
Internet. It was reported that fraud on the Internet rose
sharply in 2002, with online auction fraud accounting about
half of all the complaints [21].

The issues of trust and trust creation have been an active
research area in different disciplines including economics
[11], [18], sociology [5], business information systems [2],
[3], [17], and multiagent systems [4], [19], [23]. From an
economics perspective, agents will not cooperate when the
interaction lasts for only one period, as indicated in the
results of the well-known prisoner’s dilemma game.

1. We use agent in the paper to refer to a decision-making unit. It could
be an individual or even an automated software application with decision
rules.
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However, cooperation can be sustained when the game is
played repeatedly, even with a finite horizon [14]. In a
multiagent system, agents are assumed to be self-interested
and each agent’s behavior is determined by its calculated
long-term payoff. This is consistent with the game
theoretical approach employed in economics literature.
Trust among agents primarily involves a calculative process
as agents figure out the costs of cheating and the rewards of
staying honest. To the extent that the benefits of cheating do
not exceed the costs, the agent would infer that it is not in
his best interest to cheat and, therefore, the agent can be
trusted.

There has been an exciting development in online
practices to promote trust, among which reputation systems
have been catching the most attention. For example, eBay,
the largest person-to-person online auction site, has
deployed a reputation system. Although eBay only offers
limited insurance and buyers and sellers face significant
risks, it seems that most of the buyers and sellers trust each
other in completing the promised transactions. eBay
attributed this to its reputation system [17]. At eBay, after
a transaction is complete, the buyer has the opportunity to
rate the seller and leave comments. A numerical rating is
associated with the comment, indicating whether the
comment is positive (+1), negative (-1), or neutral (0). To
calculate the aggregate reputation score for a seller, eBay
aggregates the reputation scores over time. The reputation
system serves as both a source of information for new
buyers and potential means of sanctions for sellers who
committed bad behavior. Reputation systems also exist in
other online businesses. For example, Amazon.com and
Yahoo! implement their own reputation systems for their
online auctions. Bizrate.com rates online retailers by asking
consumers to complete a survey after each purchase.
Epinions.com reviews products and services ranging from
computers to restaurants. Reputations can also be applied
in software agent systems [4] and for locating Web services.
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Essentially, a reputation system is a cooperated knowl-
edge sharing mechanism among market participants. In
typical models of repeated games, a small number of agents
interact with each other repetitively. Therefore, each
interaction experience is perfectly observed and remem-
bered by the players. However, this is not the case in the
real world. First, there are a large number of agents. In
addition, although transactions are repetitive, an agent will
likely interact with a different set of agents in the next
period. Thus, we cannot expect an agent who was cheated
earlier to be able to punish the cheater directly. Cooperative
knowledge sharing of past transaction information among
market participants is necessary in order to enforce
community norms and punish fraud. A dishonest agent’s
behavior needs to be known to the community and the
agent has to be sanctioned by other agents in the
community.

According to eBay, only 0.01 percent of all completed
auctions are fraudulent [9]. But, it is widely believed the
real number is higher since the reported number is drawn
from people who go through eBay’s fraud-insurance claim
process. Many people for some reason did not complete the
process. It is estimated that, in the computer and consumer
electronics auctions, theft represents as much as 5 percent of
all auctions [9]. It appears that the effectiveness of online
reputation systems is not all that clear in both theory and
practice. Prior empirical studies have shown that the eBay
reputation system has a small but statistically significant
positive effect on selling price [2], [12], [15], [16]. However,
there are many questions with the eBay-type reputation
mechanism. In [22], empirical results show that eBay’s
system does not provide sustained incentives for reputable
sellers to provide honest quality over time. There are also
possibilities that a seller could change his identity and use
pseudonyms [10]. In [7], new mechanisms have been
proposed to reduce the negative effects of both unfairly
high and low ratings.

The success of online reputation systems depends on
many factors. First, it relies on the active participation of the
agents in the community [8] and unbiased feedbacks from
those participants. Second, the shared information has to be
processed and presented in the most meaningful format. At
present, eBay aggregates the reputation scores while
Amazon.com calculates the average rating score as indica-
tors of the trustworthiness of the sellers. Different reputa-
tion mechanisms have strong implications on the trust
behavior of the buyers and sellers. In this research, we aim
to design an alternative reputation mechanism that can
provide incentives for sellers to stay honest over time. One
big challenge in designing such a system is that agents
usually change auction items over time. Potentially, an
agent can develop a high reputation by selling small-value
items and may decide to cheat in selling an expensive
product later on. Therefore, the design of the mechanism
has to be robust enough to adjust the seller agent’s rating
accordingly in order to deter cheating.

This research is broadly related to mechanism design
literature in economics, which concerns the development of
institutional rules that can be created and adopted by
market makers to govern market transactions [6]. Following

the design rules, the dominant strategy for an agent is to
take actions that implement the desired social choice. In
[11], the institutional structure of the medieval merchant
guilds was studied from a game theoretical approach. This
research is also related to credit and risk rating in financial
markets [13].

The rest of the paper is organized as follows: In the next
section, we analyze and evaluate accumulative and average
reputation mechanisms. We propose a reputation mechan-
ism design based on exponential smoothing in Section 3.
We relax the assumption of a constant auction item value
and present numerical and simulation results in Section 4.
Finally, we conclude the paper and discuss limitations and
future research issues in Section 5.

2 EVALUATING ACCUMULATIVE AND AVERAGE
MECHANISMS

In this section, we develop a model to evaluate two
reputation mechanisms that are common in the online
environment: accumulative score mechanism and average
score mechanism. The purpose is to examine whether those
mechanisms provide sellers incentives to consistently
provide quality products as advertised over time. We
analyze a repeated auction of an identical good from a
single seller, who maximizes his profit and will provide an
inferior product given opportunities. In Section 4, the
identical good assumption will be relaxed. We also assume
that buyers cannot verify the product quality ex ante. They
can only examine the quality after they receive the delivery.
Different from standard settings in repeated games, we
examine a repeated game with the same seller but a
different set of bidders over time. However, we assume the
number of bidders is fixed over time and bidder i’s
valuation of the item v; follows a distribution F. Since the
bidders change over time, they are unable to observe the
seller’s past behavior directly. They can only observe the
feedback left by previous buyers. The feedback score s; that
the seller gets is based on the buyer’s feedback for the
transaction that occurred at time ¢.

The following is the sequence of our analytical model:
1) The market maker implements a reputation mechanism.
2) Bidders make bids on the auction according to the
advertised product specification and the seller’s reputation
information. 3) The seller decides the quality of the product
to ship to the winning bidder and receives a feedback rating
from the buyer.

2.1 Accumulative Score Mechanism

We denote R{ as the accumulated reputation score at t.
Ry is a simple summation of the seller’s feedback scores
s; in all previous periods, ie., R} = E:;} s;. This
mechanism is currently used by eBay. Here, we assume
that buyers provide unbiased feedbacks. As mentioned
earlier, the value of s; could be 1 (positive feedback), -1
(negative feedback), or 0 (neutral feedback). We let N,
denote the total number of negative ratings at time t.
Since the number of negative ratings is also provided by
eBay, we assume bidders will include that factor in their
bidding function as well.
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Most of the online auctions allow proxy bidding, which
is equivalent to the second-price auction. Thus, a bidder has
the incentive to bid his truthful valuations, denoted as v;
[12], [20]. In an environment with uncertain seller quality, a
bidder will likely bid a risk-adjusted valuation based on the
seller’s reputation and his true valuation. Here, we use the
following bid function to represent the seller’s belief of the
bidders” average bidding behavior:

bi = B(R{, Ny)v;,

where B(R{, N;) represents the discount of transaction risk
based on the seller’s reputation. This approach was
proposed and supported empirically in [12]. In addition,
we note that the bid function B(R{, N;) <1 since bidders
will not bid more than their valuations.

In equilibrium, the transaction price for the auction is
B(R}, Nt)va), where vy is the expected second highest
valuation among all the bidders. To simplify the notation,
we use v to represent v from now on. Thus, the
equilibrium transaction price becomes B(R{, N;)v.

With an accumulative reputation system, the bidding
function is increasing and concave on the reputation score,
ie, dB/OR > 0 and &*B/(dR!)* < 0 [22], and decreasing
and concave on the number of negative ratings, i.e.,
dOB/ON; < 0 and 8*B/(dN;)* < 0. Empirical studies have
shown that negative comments negatively impact the
bidding value [2]. When negative comments are few,
bidders might have a certain tolerance toward the seller
given the possibility of rating errors and disputes. How-
ever, when negative comments increase, we expect the
impacts of those ratings will have an accelerating effect. In
addition, we assume the effect of negative ratings does not
increase with reputation scores, i.e. 9*B/(OR!ON;) > 0. It
implies that the bidders’ tolerance toward negative ratings
increases as the accumulative reputation score goes up. This
is easy to understand because the ratio of negative
comments to the total number of transactions is lower with
a higher reputation score.

Let L; be the total number of transactions, then we have

= R} + 2N,. Therefore, with the introduction of negative
ratings, we can see that, given the same reputation score Rf,
the more transactions the seller has in the past, the more
severely the bidder will discount that reputation score since
0B/OL; = OB/ON; - ON;/OL; < 0.

Now, we examine the seller behavior under the
accumulative mechanism. The seller’s profit function at
period t is

1+St

= B(R}, N;)v — 5

where ¢; is the cost if the seller behaves honestly and
provides the quality as advertised. ¢ is the cost if the seller
provides inferior quality. We have v > ¢; > ¢y > 0. Here, we
use the feedback score from the buyer, s,(s;, =1 or — 1), to
represent the decision for the seller. Under the assumption
that buyers provide unbiased feedback, s, = 1 indicates that
the seller provided honest quality at ¢ and s; = —1 indicates
otherwise. The total profits for the seller from the current
period ¢ are

o o I+, 1—s
thzék*’(B( LN — e - Qs‘co),
k=t

where 6 is the discount factor.

We adopt the dynamic programming approach to
examine the seller’s profit. The above problem can be
rewritten iteratively as

14 s 1— s
(R, Ni,st) = B(R}, NpJv = — Loy — 5 Leo @
+0 - ﬁt+1(R?+1,Nt+1),
where
I, (R?, N;) = max II,(R?, Ny, s;) (2)
St

is the optimal discounted profit starting from the period ¢
with a reputation score of R{ and number of negative
ratings of NN;. Entering period ¢ with a reputation score R,
the seller chooses s; to not only maximize the profit in the
current period, but also take into account the impact of s, on
future streams of profits through the updated reputation
score R{ , and the number of negative ratings of N,;.
Although s; is discrete, we use a continuous function to
approximate it since the function is well behaved. Taking a
derivative of (1) with respect to s, we get

o1l € — ¢ My 10T,
—_— = — 6 - .
85t 2 + <6Rf+1 2 8Nt+1 (3)

Here, OR{ ,/0s; =1 and ON,/0s; = —1/2 since we can
express R, = R} + s, and N1 = N, + (1 —5,)/2 for the
accumulative reputation mechanism. In our setting, s, can
only have two values, therefore, if OIl;/0s, >0, s =1,
Whﬂe, if aﬂt/({)sf < O, St = —1.

To further simplify 0I1;/0s;, we derive aﬂm JOR{ | and
Oy 1 /ON 1 using (1) and (2):

oy, 0B Ol 0R],,

aR?+1 BR?‘FI aR?+2 aR?
Zék 1 OB(Ry 1, Nieyr)

oR} '

A4y . 0B OM;10 ONyyo

ONpy1 ONpr o ONpa ONp
Zék faB(Rk+1’Nk+1)
— ONj41

Substituting the above two equations into (3), we have,
BHt _ Cl — Cy
({)St o 2

iy Zék t(aB RkJrl?NA‘Fl) 1aB(RZ+17Nk+1))'
Ry 2 ONpn

(4)

We explore the possibility that, when the reputation score

is large enough, the dishonest seller just cheats once and

then remains honest afterward. Since OB(R{ ,, N;41)/0R} 4

decreases in R{ , and —0B(R{,;,Ni1)/ONy does not
increase in Ry, |, we have
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oIl —
oMy _a—c
| Bv (OB(RYy, Niwr) 10B(RYy, Nev)
1—6 OR!,, 2 0N '

The right-hand side of (5) is a decreasing function of R{ ,
and 0B/OR® will approach zero with a high enough R“
because the bidding function is concave and bounded.
Therefore, the right-hand side will become negative as R{ ,
is large enough.

Similarly, we can find an upper bound N* for the
number of negative ratings for a given reputation score.

From (4), we can derive

oIl S _G—c_ @83(3&171\%)
0s; 2 2 ONy 11 '

Setting the right-hand side of the above inequality to zero,
we can find the N*(R") beyond which it is not in the seller’s
interest to behave dishonestly. It can be shown, using the
properties of the bid function, that the solution N*(R%)
exists and it increases with the reputation score.

Proposition 1. Under the accumulative score mechanism and an
infinite horizon, always being honest is not the best strategy
for the seller, i.e., {s; = 1,Yt} is not possible. There also exists
an upper bound on the number of cheatings a seller can
conduct for a given reputation score.

Equation (5) sets an upper bound for OIl;/0s;. The
(c1 — ¢p)/2 represents part of the gains of cheating for the
seller, while the second term of the right-hand side of (5)
is the upper bound of future gains from current honest
behavior. When R} increases and becomes very large,
O0B(R{,,)/0R},,, the gain from a higher reputation, will
diminish. Therefore, it is in the seller’s interest to cheat at
least once. Meanwhile, the disclosure of the total number
of negative scores forbids the seller from getting away if
he cheats repeatedly. Overall, the accumulative mechan-
ism is less perfect since the accumulative reputation score
provides a weak incentive for highly reputable sellers.

2.2 Average Score Mechanism

Another popular reputation mechanism computes average
reputation scores based on feedbacks. Using the average
score mechanism, the seller’s reputation score at ¢ is the
average of the feedback scores in the previous ¢ — 1 periods,
explicitly,

1 t—1
Rt/ :775_ 1;81,,7',

After the rating for period ¢ is posted, the seller’s reputation
average at ¢t + 1 will be updated according to the following
iterative relation,

1 t—1
P =gt R

Technically, Rj* € [-1,1]. However, since a seller can
rarely stay in business when his reputation becomes
negative, we can safely assume R" € [0,1]. Since R]" is
bounded, we assume a simple linear bidding function and
let b; = R}"v;, instead of using a concave bidding function

employed in accumulative score mechanism. In equili-
brium, the transaction price for the auction is R}*v. There-
fore, at period ¢, the seller’s profit is

1+St I—St
2 2

Similarly, the seller’'s dynamic programming formula-
tion is

m (R, s1) = Rj'v — c - (6)

IL,(R") = maxIL(R}", ;)

14 11— .\
= max <R§”’v - _g e — Mo+ Ht+1(R;n+'1))-
(7)
The derivative of (7) with respect to s; is
% __ C1 —C é 3ﬂz+1 (8)
Dst 2 t OR,

Evaluating (7) at t + 1 and taking a derivative of I, (R},
with respect to R}, we get,

Ol 1 Ol ,9 OR, g
M =v+ 6 m m =v+ vt N (9)
OR{\, IR}, ORYY, ; t+n
Substituting (9) into (8), we have
8Ht Cl —(Q 0 671
—t_ ) . 1
0s; 2 tov Z t+n (10)

n=0

In (10), (e1 — co)/2 represents the gains of cheating for
the seller, while the second term v oo, 8"/(t +n) is the
accumulative future benefits of the current honest beha-
vior. Similar to the accumulative score mechanism, when
the long-term benefit of a good reputation outweighs the
initial opportunistic behavior, the seller will choose to
provide honest quality. We can also easily observe that
0s(0I1;/9s;) > 0. This indicates that the future benefits of a
good reputation increase with ¢, the discount factor.

Here, we consider the case that the seller at least
provides honest quality service at the beginning. This
requires (10) to be positive for small values of ¢. If we set
t =1, (10) becomes,

all,

C1 — Qo
(981, =1

—vin(1l —¢).

This defines a lower bound for the discount rate,
§>1—e (@ @)/ which forces the seller to behave
honestly, at least in the first period. Since v > ¢; > ¢y > 0,
we find that (¢; — ¢p)/2v < 1/2. Thus, as long as ¢ > 0.4, the
condition for the seller to provide honest quality in the first
period is satisfied.

It is straightforward to verify that the right-hand side of
(10) is a strictly decreasing function of t. We define ¢* as the
threshold value of ¢ beyond which the right-hand side of
(10) becomes negative. That is, for ¢ > t*, 9II,/9s, < 0 and
the seller will choose to provide inferior quality.

Proposition 2. Under the average score mechanism and an
infinite horizon, when t < t*, the seller’s dominant strategy is
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to provide honest quality; when t > t*, the seller’s dominant
strategy is to provide inferior quality, where t* satisfies

L — O

The fact that (10) is a decreasing function of ¢ indicates
the marginal benefit of staying honest decreases over time.
The explanation for that is, when the history is long enough,
the current behavior has almost no effect on the future
reputation scores under the average score mechanism.
Therefore, over time, the incentive to stay honest weakens
for the seller.

2.3 Seller Identity Change

The analysis, thus far, assumes that the seller has a
perception of an infinite horizon. We now examine the
possibility that the seller has an option to change his
identity. Over the Internet, people can stop using the
current identity and create a new account with virtually no
cost [10]. Here, we examine a scenario that a seller decides
whether to stay honest or not at time ¢. I' is the future date
the seller considers a change of identity. Although the
timing of I' itself is an interesting problem, it is beyond the
scope of this study. We examine the seller’s behavior when
I is given.

First, we examine the game right before the seller plans
to change its identity. In that last stage, we have the seller’s
payoff as

14 st 1—sp

2

HF = Bv— C1 Co.

Taking the first derivative, we have

aHr o Cc1 — Cy

881‘ 2

<0,

for both accumulative and average mechanisms. Therefore,
the dominant strategy is for the seller to cheat in the final
stage, regardless of the different reputation mechanisms.

Since only the seller knows the timeline of the game, but
not the potential bidders, bidders will continue to bid
according to the bid function. Using the accumulative score
mechanism, the seller’s dynamic programming problem is
similar to (1). The only difference is that, at time ¢, there are
I' — t stages toward the end. The derivative of the objective
function with respect to s; becomes

om_ o
ast o

OR? 2 0N

2

I'-1

- (OB(RS, |, Nip1) 10B(R.,,Npiy)
k—t k+11 -+ k+1 -+

+ 6v ; § ( ™ —= .

Similarly, we derive the upper bound for 911,/9s,,

o ea
8st 2
4 61}1 — 8" (OB(R}, |, Nis1) _ laB(R?Ha Nit1)
1-6 ORY 2 ON11 '

(11)

The upper bound for 0I1;/9s, in a finite horizon specified in
(11) is lower than the upper bound of 9II;/Js, given by (5)
for the infinite horizon case.

Proposition 3. Under the accumulative mechanism, it is more
likely for the seller to behave dishonestly when he can change
his identity at T', compared to the infinite horizon case.

When either the reputation score is high enough or it is
getting close to I, the seller has higher incentive to cheat.
Similarly, in evaluating the average score mechanism when
the seller changes the identity at I', we have

o1, c1 — C ! &t
=- + dv — 12
; - (12)

sy 2

Obviously, the seller’s decision depends both on both ¢ and
I' — ¢. Either a high ¢, which implies a long history, or that ¢
is getting closer to I' can lead to OII;/ds; < 0.

Proposition 4. Under the average score mechanism, the seller is
more likely to behave dishonestly when he can change his
identity at I', compared to the infinite horizon case.

Since 0I1;/0s; as specified in (12) is always smaller than
its corresponding term in (10), dII;/0s; < 0 is more easily
satisfied. Therefore, it is more likely for the seller to cheat
when he has the option to change his identity and end the
game earlier.

From the above analysis, we find that neither the
accumulative nor the average score mechanism provides
strong incentives for the seller to consistently stay honest.
With the possibility of identity change, sellers will be even
more likely to cheat. One possible remedy is to increase the
cost of creating a new identity. However, it will raise the
cost for new entrants to the market. Thus, it may not be in
the interest of online markets to implement the rule. The
proposal to use free but permanent pseudonyms is a more
plausible solution, as discussed in [10].

3 EXPONENTIAL SMOOTHING
3.1 Infinite Horizon

As discussed earlier, the major problem with both accumu-
lative and average score mechanisms is that past scores
carry a large weight in determining the current reputation.
Over time, the marginal benefits for the sellers to stay
honest will decrease. Meanwhile, the monetary gains of
cheating remain the same. When the benefits of cheating are
more than the benefits of staying honest, cheating will likely
occur. The goal of our design of a cooperative reputation
system is to remedy this problem by controlling the impact
of history. Although past transaction information is needed,
we need to give more weight to the more recent activities.
Such a design philosophy is, in fact, used in many rating
systems, e.g., Business Week’s ranking of business schools.

In our design, the overall reputation rating for the seller
at time ¢ + 1 is given by an exponentially smoothed function
of the history scores:

R, =(1—-a)s;+aRj, (13)
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where a € (0, 1) is the smoothing factor. A higher value of «
means a higher weight on the past performance. Since R}
has a well-defined bound, we assume a linear bidding
function from bidders and let b; = R;v;. In equilibrium, the
transaction price for the auction is Rjv. At time ¢, the seller’s
profit is

1+s 1—s

2 2

Using a dynamic programming approach, the objective

function for the seller is to maximize the total profits from
the current period,

™ = Rjv— c1 Co-

I,(R;) = maxTL (R}, s,)

. 1+s I-s e
:max(Rj’U— 5 Loy — 5 tCo+5'Ht+1(st+1))~

(14)

The derivative of the objective function with respect to s; is

% _ _Cl — + 68ﬁt+1 aRerl
ast 2 8R1f+1 aSt
1 — O aﬂt+1
= — (1 — . 15
7+ -a)gp (15)

Similarly, we can find an iterative relation for the
derivative,

Ol Oy OR;,, v
=0+ 05— == . (16)
R}, IR}, OR, 1 —ba
Substituting (16) into (15), we get
oy e —c (1l — )
9%~ 2 ' 1-%a an

By forcing 011, /ds, > 0, we can guarantee that the seller will
behave honestly. This gives us the following result.

Proposition 5. Under exponential smoothing and an infinite
horizon, if

251} — (Cl - C())
Y- 8(c1 — )’

it is always in the seller’s best interest to provide honest
quality.

With this design, we can see, from (17), that the seller’s
decision does not depend on R; and t¢. It is a function of
the transaction-specific variables, i.e., ¢i, ¢y, and v, and the
discount factor 6. Therefore, we can eliminate the problem
that the seller has decreasing incentive to stay honest over
time.

Now, we examine the comparative statistics of the
solution. First, we can derive that 95(9ll;/3s:) > 0 from
(17). This suggests that the higher the seller values the
future gain, the more likely the seller will behave honestly
at the present time. If the seller does not care too much
about future payoffs, he is less concerned to build a good
reputation in early periods and is more likely to cheat.
Second, we have 9(91l;/0s;)/d(c1 — ¢p) < 0. (c1 — ¢p) is the
gain from cheating. The comparative statics suggest that the

higher the payoff of cheating, the more likely the seller will
cheat.

According to Proposition 5, the solution to the problem is
to lower the threshold for «. Since

3(%) __61)(1—6) -
da\0s; ) (1 —604)2

a lower «a helps to reduce cheating behavior. The reason is
that, under a small o, the present feedback carries a larger
weight in computing the reputation score. In case the seller
decides to behave dishonestly, his reputation score will
drop quickly. The penalty in terms of a low reputation score
and subsequent lower biddings from potential buyers will
deter the cheating.

3.2 Finite Horizon

Next, we analyze the exponential smoothing mechanism
when the timeline is finite and the seller has the option to
change his identity. Let K be the number of stages left from
the current period. From (14), we get

o1l ¢l — ¢ Oy
— = 61 —a) =
Ds: g PolmalgR
Oy N 6311”2 OR:, (1 —6%a)
= = .
R}, IR}, OR;,, 1—da
Therefore, we have
o1, c1— 1—6KaX
ot 1— - 7=
0s; 2 +( v 1-da

Consider the case where K =1, i.e., there is only one
stage to go, we have

oLl a-q

- = o(1 — av.
ast K=1 2 + ( a)v

If a<1—(c1—co)/26v, 8Ht/8st|K:1 > (. This means that
the seller will provide honest quality except at the last stage.
However, if o> 1— (c1 —¢p)/26v, the seller will provide
inferior quality earlier. We can see that OII;/ds; is an
increasing function of K. Given « and other parameters, let
K* be the threshold such that d1l;/ds: < 0 if K < K*. If
there are more than K* stages left to go, the seller will
provide honest quality.

Proposition 6. Using exponential smoothing, if
a<1l-— (¢ —cy)/26v,

the seller will maintain honest quality service except at the
very last stage. If a>1— (c1 —¢)/26v, the seller will
maintain honest quality if there are more than K* stages
remaining, where K* satisfies

C1 —Cp
2

1— 65 ol

=0.
1 -«

+6(1—a)

We calculated a numerical example for the model. The
effect of o on seller behavior is depicted in Fig. 1. Clearly,
there are trade offs between large and small o parameters.
High « value means that past performance carries a higher
weight in reputation rating and, therefore, reputation score
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0 20 40 60 80 100
Period

Fig. 1. Reputation scores with different o with v =1, ¢; — ¢y = 0.7, and
6 =0.95.

tends to change slowly. It has two implications. First, when
the reputation score is low, it takes a longer time for the
seller to build a good reputation. Second, once the seller has
a high score, it will drop slowly even if the agent cheats. On
the other hand, a small « allows the reputation score to
weigh heavily on the recent performance. Thus, the
reputation score rises and drops quickly. It is easier for a
seller to build a high reputation score. But, the seller will
lose his good reputation quickly if he cheats. Those findings
will be important in developing policies for the more
complex situations that will be discussed in Section 4.

Despite the trade offs between large and small «
parameters, our numerical results suggest that a smaller «
is strictly better under a constant product value. We show
the relationship between a and the system performance in
Table 1. With a large «, the average number of cheating is
higher and the seller cheats earlier. When « takes a value (in
bold font) that is just below the threshold value as
suggested in Proposition 6, the seller will not cheat except
in the last period. When the auction item remains the same
and « is below the threshold value, it is not worthwhile for
the seller to cheat. In doing so, the seller will incur
immediate losses resulting from a quick drop of the
reputation score. And, the loss is unlikely to be recouped
in the future because the item value is a constant.

TABLE 1
Numerical Results under Exponential Smoothing,
v=1, 6=0.95 and K = 100

¢ —c, o Stage Seller Starts Numbgr of
to Cheat Cheating

0.78 100 1

0.4 0.85 99 2
0.95 95 6
0.68 100 1

0.6 0.85 98 3
0.95 91 10
0.57 100 1

0.8 0.85 97 4
0.95 84 17

14
g n
g
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@]
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=}
s 6
z
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5
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<
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o

Fig. 2. Average number of cheating by « and auction item value
m ~ U[0.4,0.6].

4 SIMULATION RESULTS

Our analysis has assumed a static value of the auction item
thus far. However, the actual transactions are more
complicated. From transaction to transaction, the seller
usually changes the sale item and the values for the items
will change as well. This provides an additional challenge
in implementing the reputation mechanism. Potentially, the
seller could build a high reputation by selling small-value
items and decide to cheat when selling an expensive item.
In this section, we assume that the value of the sale item is
random, following some statistical distributions, and
examine policies to implement the exponential smoothing
mechanism. In addition, we explore the use of a transaction
value adjusted mechanism to prevent possible malicious
behavior.

4.1 Uniform Value Distribution

We first assume that the product value follows a uniform
distribution, v ~ U0, V], where V is the upper bound for
values. The cheating margin, defined as m = (¢; — ¢)/v, is
assumed to follow a uniform distribution, m ~ Ulm, mg],
with 0 < my < mg < 1. We further assume that m and v are
independent, even though this assumption can be easily
relaxed. The total number of stages of the game is 100.

As shown in Fig. 2, when we fix the range of the cheating
margin (m), the curves representing different value dis-
tributions collapse into one. Therefore, we can safely
assume that the item value follows a uniform distribution
in [0,1] without the loss of generality. We find that the
average number of cheating is correlated with the margin of
cheating (Fig. 3). This is easy to understand because the
amount of cheating increases in the margin of cheating.

From the results shown in Table 2, we can see the
existence of an optimal « range that can minimize the
amount of cheating. We let the margin of cheating follow a
uniform distribution in [mg,my], i.e., m ~ Ulmg, my]. We
find that the optimal « ranges from 0.59 to 0.65. This result
is quite different from that of the constant item auction in
which there exists an optimal « threshold and a smaller « is
strictly better. When the item value is dynamic, the results
suggest that the optimal a cannot be too large or too small.
As discussed in the last section, there are trade offs between
a large and small a, which are proven to be important in
this case.
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Fig. 3. Average number of cheating by « and margin of cheatings.

4.2 Lognormal Value Distribution

We next assume that the value of the sale item follows a
lognormal distribution, explicitly,

1 1(Inv— p)?
fv) = N (—§T>,

where the mean of v is = ¢**/? and the variance is
02 = *(e” —1). In this experiment, we fix the mean v = 1
and vary the coefficient of variation (CV = 0,/v). To get a
random value ¥, we first generate a normally distributed
random number #, with mean p = —In(1 4 CV?)/2 and
variance o® = In(1 + CV?). Then, # is converted to @ by
v =€’ This guarantees that ¢ is always nonnegative.
Compared to the uniform distribution, the lognormal
distribution does not set an upper bound for the product
value, but, rather, has a long tail. Occasionally, the seller
may sell a very expensive item. The lognormal distribution
can represent the actual transactions better and presents a
more challenging environment in comparison to the uni-
form distribution.

We also fix the margin of cheating within 0.7. As shown
in Fig. 4, the simulation results suggest that the average
number of cheatings goes up when the CV increases. This

TABLE 2
Optimal « for Different Margins (m)
Av;zage m, my, Optimal o
0.4 0.4 0.59
0.4 0.3 0.5 0.59
0.2 0.6 0.65
0.5 0.5 0.65
0.5 04 0.6 0.65
0.3 0.7 0.65
0.6 0.6 0.65
0.6 0.5 0.7 0.65
0.4 0.8 0.65
0.7 0.7 0.65
0.7 0.6 0.8 0.65
0.5 0.9 0.65

12 —a— CV=0.2
‘%D 10 = =0= = CV=04
3 — s — CV=06
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Fig. 4. Average number of cheatings by « and coefficient of
variation (CV).

result is different from the case of the uniform distribution
because uniform distribution’s CV is a constant. The results
(Fig. 4) also suggest the existence of an optimal a. We
searched the optimal « value and find that the optimal o
increases with the CV (Fig. 5). Overall, the optimal « value
falls in a range centered on 0.5. This is consistent with the
findings in the uniform value distribution.

4.3 Optimal Policy under Perfect Information
Although there exists an optimal « that can minimize the
amount of cheating for the lognormal value distribution, the
rate of cheating increases quickly in CV (Fig. 4). This is a
serious limitation of a single o policy. When we have a
constant item value or the CV of the distribution is not too
large, a single a policy provides a reasonable solution for
controlling the amount of cheating, as shown in Figs. 1, 3,
and 4. However, when the variance of the product value is
high, e.g., in the lognormal distribution, a single « policy
does not perform well. One possible solution is to have a
dynamic « policy.

Let T be the total number of periods and k (k=
1,2, ...T) be the kth period before the end. With dynamic
value (v), cost (c1,¢p), and «, we can derive the following
optimal policy by some modification of (15):

ST—k _ ATk
C — C
ar_;. <1 — %
=k 25UT,1€
where U p =vr 1+ 5aT_k+1f1T_k+1(k =1,2, ... T) and

op = 0. ar—y, is the optimal parameter for the unique (T —
k)th period.

0.8

.
06 e e
/
*

0.4 .« >
S L
0.2 ¢
0
0.1 03 05 0.7 0.9 L1

Coefficient of Variation

Fig. 5. Optimal « by coefficient of variation.
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Fig. 6. Dynamic values and «.

We implement the policy by backward iterations and the
results are shown in Fig. 6. By adjusting o dynamically, we
are able to prevent the seller from cheating except in the last
period. However, this policy suffers a serious problem—it is
difficult to implement ahead of time. In order to implement
the policy, it is required that we know the realizations of the
value and cost distributions. Although the policy is optimal
ex post, we can only find the dynamic a by assuming
perfect information. The strong condition seriously limits
the applicability of the mechanism.

However, by analyzing the perfect information case, we
are able to derive helpful insights. First, we have observed
that, in general, o is much higher than the single optimal o
value that was discussed earlier. Second, « is negatively
correlated with the possible gains from cheating (Fig. 6).
That means when the possibility of cheating is low, a is
large, which allows reputation scores to grow slowly. But,
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Fig. 7. Two-level « policy.

when the possibility of cheating is high, o will decrease,
which makes the reputation score depend more on the
current behavior. Thus, should the seller cheat, the penalty
for cheating increases under a small a. We can see the
asymmetry of the a parameter is effective in controlling the
cheating behavior.

4.4 Two-Level o Policy

From the insights derived from the dynamic optimal «
polity, we try a simple implementation without relying
on the prior knowledge of the realizations of the value
and cost distributions. Rather than having a dynamic o
that changes in each period with product value and
possible gain from cheating, we develop a two-level «
policy with 0 < az < a; < 1. As long as the seller does
not cheat, «; is applied to compute the reputation score.
If the seller cheats, oy is applied.

This policy is intended to combine the strengths of two
different levels of a parameters while limiting their
weaknesses. As discussed earlier, a small « is effective in
penalizing the cheating behavior with a quick plunge of the
reputation score. However, the seller can regain the
reputation quickly if he stays honest for a while. Therefore,
a small o may induce oscillatory behavior and its effective-
ness is limited. On the other hand, with a large «, the
change of reputation score is slow. A seller has to work hard
for a long time in order to establish a good reputation. But,
once the seller has a high reputation score, the decline is
also slow when he cheats. Under the design of a two-level
«, we can institute an effective incentive mechanism for the
seller. In general, a high « is used. Thus, it will take a long
time for the seller to build a good reputation. If the seller
cheats, a small « will be applied to make the punishment
severe. Therefore, the seller may realize that it is not in his
best interest to cheat.

We search such a combination of «a; and a» in
simulations and compare its performance with the single
a policy. We let CV be 0.8 and 7" = 20 and conducted the
simulation study. The results are shown in Fig. 7. The
simulation results have several interesting findings. First,
we find that the two-level a policy consistently outperforms
the single « policy. Second, the optimal parameters have
converged to a region with a; =0.85 and ay € [0.3,0.45],
with the average number of cheating below 1.2. Therefore,
we can safely use those parameters to implement the policy.
Another advantage of this policy is that it is easy to
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Fig. 8. Probability of malicious attack.

implement and we do not need to know the realizations of
the distributions ahead of time.

4.5 Malicious Behavior Prevention

In this section, we study a possible malicious behavior of
value sniping, that is, cheating on a transaction where the
item value is significantly higher than the rest of the
transactions.

We have set up a simulation of 20 periods of transac-
tions. The item value is set to be 1 for all periods except the
tth period, where the value is Vjj.x(> 1). The margin of
cheating follows a uniform distribution in [0,0.7]. Fig. 8
depicts the probability of a malicious behavior that happens
at the tth period. A two-level « policy is applied where
a; = 0.8 and as = 0.3. In general, if the item value is not too
high compared to the normal, value sniping can be
prevented. However, as V.. increases, the probability
starts to increase fairly rapidly. Intuitively, a seller is more
likely to cheat closer to the end of the game (¢t = 16), as a
higher reputation will not be very beneficial any more. It is
also interesting to see that a seller has a higher probability
of cheating early (¢t =4) than in the period ¢ = 10. This is
due to the fact that the seller can cheat and still has time to
rebuild his reputation. This certainly calls for a better
system that can issue a more severe penalty, for example,
using a value adjusted scheme.

We have explored a simple scheme that can incorporate
the information of transaction value in the reputation
system. The reputation score given in (13) is modified as,

R?+1 = Rf:»l - 6(‘/;11'(13( - 1)(1 - St)/2.

If the seller cheats at the tth period (or s, =—1), an
additional penalty proportional to value difference is
applied. Fig. 9 (where t = 4) shows the performances of
value-adjusted scheme significantly outperforms the origi-
nal one.

5 CONCLUSIONS, LIMITATIONS, AND FUTURE
RESEARCH

In this paper, we first analyzed accumulative and average
score mechanisms that are widely employed in the online
marketplace. We find the two mechanisms have certain
weaknesses. Under both mechanisms, sellers will lose
incentives when their reputation scores are high enough
and the transaction history is long enough. We designed a
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Fig. 9. Value adjusted reputation.

new mechanism based on exponential smoothing. This
mechanism is robust in both infinite and finite horizons. In
addition, we relax the constant product value assumption
and allow item value to vary randomly over time. A two-
level o policy is developed. The simulation studies have
proven that such a policy can serve as a sustained incentive
mechanism for the seller. Further, we consider the
possibility of value sniping behavior and analyze the
performance of the a value adjusted rating system.

This research makes several contributions. The theore-
tical model analyzes the existing popular reputation
systems and points out the weaknesses of those systems.
It will help online companies to understand the complex
dynamics of the online community and develop better
systems in the future. Based on the analytical model, we
proposed new policies that can provide a sustained
incentive for sellers.

The study has several limitations. First, our analytical
reputation model assumes that the seller has a belief in the
average bidder behavior. Although this assumption is
supported in empirical studies [2], [12], it is a simple
representation of the collective behavior of the bidders.
Second, we did not include the total number of transactions
as a parameter in evaluating the average score mechanism.
Our purpose is to show the problem of ignoring the recency
of the scores for the average mechanism. Future study can
study the possible effect of the total number of transactions
with the average score mechanism. Third, although the
value adjusted system looks promising in preventing
malicious behavior, the impact of the mechanism on regular
transactions needs to be further investigated.

A reputation system is a community enforcement
mechanism. In the online world, a reputation system is
only effective when a dishonest seller’s bad behavior is
eventually punished. How well the reputation system
functions depends on many factors. Our study is an attempt
to analyze the existing systems and offer some improve-
ment. There are still many important issues that need to be
studied in the future. First, it is promising to deal with high
variation of the sale item value by introducing value
adjusted reputation scores. How to incorporate transaction
value in the reputation rating requires further studies.
Second, a reputation system is only effective when buyers
and sellers in the marketplace actively participate in the
online community and provide unbiased feedback. How-
ever, the provision of feedback is costly to the providers but
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benefits the whole community. It is still unclear how this
voluntary contribution system works and whether it is
sustainable in the long run. Third, there could be rating
errors from the reviewers. The system has to be robust
enough to filter out the noises.
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